Abstract: A draft for a comprehensive conceptual understanding of fault-tolerant control and its management is proposed. This management is considered a part of the technical failure and fault management that comprizes technical and organizational aspects. The latter management is described briefly with respect to its objectives, functions, means, purposes and to faults, fault tolerance and redundancy as well. The fault-tolerant control management is in the centre of the description with a reference to both the three basic aspects plant, control system and controlled system and the two main aspects system accomodation and, in a general sense, control situation.
INTRODUCTION
In the last years, fault-tolerant control (FTC) has been discussed more and more. Often, the discussions concern single realizations of faulttolerant control systems in an industrial context. In opposition to that, in some publications of recent dates a more general view onto faulttolerant control has been described. One aspect is the method-oriented state-of-the-art considered in Patton (1997) , the other is a more generalizing aspect with some additional notions on the conceptual or terminological description of FTC. This, for example, is documented in Blanke et al. (2000) and Staroswiecki and Gehin (2000) .
Up to date, nearly all discussions reveal that, due to different theoretical and practical views onto FTC with technical entities, no unique FTCterminology exists. Therefore, for the first time some basic terminology-oriented aspects such as fault, fault recognition, fault treatment, redundancy, robustness, adaptivity and fault tolerance have been described in van Schrick (2000a) . The above mentioned publications of later date are taken as a basis for the description of a new, more comprehensive conceptual view onto faulttolerant control. Regarding the contribution to IFAC World Congress 2002, this view is directed to some fundamental aspects of the technical failure and fault management (content of section 2) described in subsection 2.1 Objectives and functions and subsection 2.2 Means and purposes, to the results of a state-oriented study of fault-oriented aspects described in section 3 Fault and fault tolerance and finally to the aspect Fault-tolerant control with a side-glance onto its management described in detail in section 4 Faulttolerant control and its management.
conceptual-system draft (CSD) for the Technical Failure and Fault Management (TFFM) has been proposed and outlined from different aspects. The subject of the TFFM consists of both nondesired technical phenomena (NTP) such as faults, failures and disturbances occuring in technical systems and the handling of these phenomena in sense of a comprehensive management not restricted to a handfull of managers with jurisdiction. The TFFM concerns everybody from the top to the bottom of an enterprise and vice versa. The idea behind this management refers to different subjects: the occurrence of nondesired technical phenomena representing insufficient technical systems, the location of the NTP-occurrence (technical system), the handling of the NTP (technical management), the implementation of the technical management (management system) and the location of the technical management (enterprise).
With regard to the concepts of interest, the complex structuring process first led to a Germanlanguage basic draft for the conceptual system based on qualitative definitions (non-metrical) mainly taken from appropriate standards and guidelines. The German-language draft has been considered a foundation for the TFFM-CSD. This English-language version does not only focus on terms and definitions of concepts, it mainly comprises both the concepts of interest and their mutual relations. The TFFM-CSD is overlapping with respect to standards and guidelines to combine different views onto the management of NTP in fields such as control engineering, technical diagnostics and maintenance. The draft is intended as a further step to discuss terminological problems within the diagnosis community world wide. Excerpts from this conceptual-system draft are described in van Schrick (2000b) and taken here as a basis for discussion.
Objectives and functions
The TFFM is organized in management sections and management levels. Relevant sections are on one hand-side the diagnosis management (DM) and on the other hand-side the maintenance management (MM), the quality management (QM), the process management (technical, organizational) (PM) and the organization management (OM). The levels, relevant to a vertical structuring of the TFFM refer, starting from the bottom, to the aspects operation, tactics, disposition and strategy. In all TFFM-sections and on all TFFM-levels, the activities performed manually and automaticlly have to be in harmony with the objectives of the TFFM. The essential objectives are safety, dependability, economy and ecology, where the technical interest mainly refers to safety and dependability. To approach the objectives, different types of strategy can be applied, mainly short-term strategies, median-term strategies and long-term strategies. Each of these types concerns a number of different functions that have to be performed. There are two groups of functions to be distinguished: the technical diagnosis (TD), necessary to obtain information on the (technical) entity of interest by monitoring, diagnosing and prognosing the entity's state and condition, and the technical therapy (TT), necessary to process the information obtained for appropriate actions with respect to safety and reliability (at least). Such actions could be: system-fault alarm, power reduction or re-adjustment of controller gains and system reconfiguration, for example. The TFFM-functions and their interrelations are given in Fig. 1 between the actual information and the nominal information about the entity (process, controlled system). Technical or organizational (business) interrelations between TD and TT are considered supervision (at least monitoring and highlevel safety actions such as shut-down of technical processes) and controlling (at least monitoring and control of business processes). Details on the TFFM with respect to objectives and functions are given in van Schrick (1997 Schrick ( , 1998 . Definitions of concepts relevant to these two aspects of TFFM are stated in van Schrick (2000b) and considered here a basis for understanding as well.
Means and purposes
For performing the functions, appropriate means have to be provided. The means for technical diagnosis, i. e. the means for realizing the functions monitoring, diagnosing and prognosing are provided by the TFFM-section diagnosis management and, partially, by the TFFM-section maintenance management. For example, associated means are plausibility tests for variables, pattern recognition procedures for inspection of entities within the maintenance procedure. The means for technical therapy, i. e. the means for realizing the functions of re(medial-)actions are provided by those management sections that refer to maintenance, quality, process (technical, organizational) and organization. The associated means are entity maintenance
(EM), quality control (QC), process control (PC) and organization replanning (OR).
These means have to be purposeful, i. e. the application of these means has to make possible the achievement of TFFM-purposes according to its objectives.
The set of essential TFFM-purposes and their interrelations are represented in Fig management, fault-cause elimination is of major importance: It is considered the result of activities for the transition of an entity from a faulty state to a fault-cause-free state. This comprizes on one hand-side the shift of function(alitie)s from the faulty to a fault-free entity that performs the functions completely or with reduced functionality, on the other hand-side it comprizes both the separation of the faulty entity after its localization in sequence of a detected fault and the allocation of an entity that replaces the faulty one. Related aspects are graceful degradation and fail-soft. In a narrow sense, fault-cause elimination is termed reconfiguration. In a broad sence, reconfiguration is conceptionalized the result of activities for re-assembling or new-assembling of open-loop and closed-loop control systems with respect to their sub-systems, the sub-systems' properties and the relations between the sub-systems (control system's structure). In this broad sense, reconfiguration comprizes the purposes fault(-effect) suppression and fault-cause elimination!
FAULT AND FAULT TOLERANCE
In the context of the subject regarded here, the most important nondesired technical phenomenon is the fault. A fault (F) is considered a nonfulfilment of a specified requirement. The stateoriented view onto faults refers to two states a technical entity can take: correct state (C) and incorrect state (I). The state of incorrectness represents the inability to perform the required function. It is a faulty state (F 2 ), a malcondition described (measured) as an error in sense of a discrepancy between a computed, observed or measured value or condition and the true specified or theoretically correct value or condition. This error is considered the described faulty state (F 1 ). Figure 5 represents this state-oriented fault causality, where the unplanned transitions from state With respect to a technical entity structured through the levels system, group, element, Fig. 6 represents a level-oriented fault causality. A fault 
can be a cause (FC) for a fault on the same level (element (E), group (G), system (S)) or on a higher level (G, S).

With this background, fault tolerance (FT)
is considered the ability of an entity to perform the required function inspite of incorrect subentities. This ability requires appropriate means for the accomplishment of purposes. These purposes (and their sub-purposes) are fault recognition (detection, diagnosis, prognosis) and fault treatment (compensation, recovery, reconfiguration) . The latter is based on redundancy, i. e. the existence of more than one means for performing a required function, mainly with respect to sub-entities such as system components or parts (structural, functional (logical, analytical), informational). the contribution of an entity to the performance of a function in question. The active-passive dichotomy refers to the activity of additional (sub-)entities (spare-parts, redundant entities) in the no-fault situation, where the dynamic-static dichotomy refers to the situation whether additional (sub-)entities have to be integrated (shifted, separated, allocated by switching) into an entity (technical system) or whether they are already performing their function (masking), i. e. they have not been moved for fault tolerance.
FAULT-TOLERANT CONTROL AND ITS MANAGEMENT
The type of control considered here has the ability to be fault-tolerant. In non-simple cases such as large production systems, this ability has to be managed, especially when technical and business processes are interconnected. FaultTolerant Control Management (FTC&M), i. e. FTC with a side-glance onto its management, is considered a functional combination of supervision and controlling. This will be described roughly: The entities for consideration are dynamic technical systems. A technical system containing components for the manipulation of physical, chemical or informational properties is a system to be controlled, a plant. A technical system containing at least components for measuring (sensors), influencing (actuators) and scheduling/executing (computers) is a control system (or controller). A technical system consisting of the system to be controlled and the control system is a controlled system, sketched in Fig. 8 as a part of a control-
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) with reference variable w(t) (nominal value), control variable u(t) and measured variable y(t) (actual value).
Regarding this system partitioning, and with respect to the system's state of incorrectness, the main purpose of TD-and TT-activities is entity accomodation, i. e. accomodation of the controlled system to the faulty situation. This can be realized by appropriate control variable values and actions wrt. the system components to achieve the relevant objective, e. g. correct system performance. The main function is entity control, technically and organizationally. Combining both accomodation and control, three sub-aspects of accomodation by control are relevant: Patton (1997) ; 3) Control accomodation by fault-tolerance control, i. e. control replanning based on manual (or automated) decisions concerning the control objective, strategy and tactics, or eventually control reengineering concerning the aspects of replanning and additionally, e. g., manual or automated activities, human abilities and responsibilities, both for fault avoidance and prevention in the near/far future.
The different situations to be managed are associated with four essential aspects of control, cp. Staroswiecki and Gehin (2000) :
control variable values (v ∈ V ) (a small letter symbolizes an element of the relevant set it belongs to, a capital letter symbolizes the set). The relations between the aspects and the types of control determine different underlying control situations, mainly after the reaction to a fault (cases b, c):
Here, in accordance with system's r and p a suitable v has to be determined to achieve g. More realistic, {g, r, P, V} exists, where the parameter values p ∈ P are unknown, i. e. an uncertain or time-varying system has to be considered. The relevant situations are: -Robust control situation {g, r, P , V}, where the fault-insensitivity-guarantying P ∈ P , instead of a single p, has to be covered by the controller to achieve g. -Adaptive control situation {g, r,p, V}, where the single p is replaced by the reconstructionp ∈ P to achieve g. b) Fault-tolerant control sit. {g, R, P, V}:
This situation is characterized by the occurence of a fault resulting in a faulty state of the controlled system considered. Therefore, at least information on the existence of the (unknown) faulty state is required to react properly by fault-tolerance-based actions. From a slightly deviating point of view on FT in control, different control problems are described in more detail in Staroswiecki and Gehin (2000) . Figure 9 represents a management-level-oriented summary of FTC&M with respect to a unique as- With respect to faults that occur on the operational level, FTC&M by conventional control concerns this level only. In opposition to that, FTC&M by fault-tolerant control and faulttolerance control concerns additionally the tactical level and the tactical/strategic levels, respectivly. It is important to note, according to the accomodation levels controller, controlled system, control the management level tactics refers to both accomodation levels: controller, controlled system.
Each basis for the functions to be performed on each management level can be derived from the TFFM-purposes shown in Fig. 2 . Fault consideration and fault recognition are mentioned in this figure and refer to the operational and tactical management, respectively, whereas the analysis of fault causes and effects that refer to the strategical level can be considered fault-oriented consideration directed to an overall view wrt. management units, levels, sections and space and time (strategy, deadlines for re(medial)-actions, ...) as well.
SUMMARY AND OUTLOOK
A draft for a comprehensive conceptual understanding of the FTC&M has been proposed. This management has been considered a part of the TFFM that comprizes technical and organizational aspects. As a basis for understanding, this management has been described with respect to its objectives, functions, means, purposes and to faults, fault tolerance and redundancy as well. The FTC&M, that is in the centre of interest with this contribution to the IFAC World Congress 2002, has been described with a reference to both the three basic aspects plant, controller and controlled system and the two main aspects entity accomodation and, in a general sense, entity control. Additionally, the main FTC&M-aspects have been related to three TFFM-levels of the technical failure and fault management. Current work concentrates on a more detailed description including definitions for concepts essential to the FTC&M. Moreover, more theoretically, the reconfiguration process will be analysed with the help of Boole's theory.
